
KIT – The Research University in the Helmholtz Association www.kit.edu

Your website has been hijacked: 
Raising awareness for an invisible problem
GI Sicherheit 2022 Doktorandenforum
Anne Hennig



Your website has been hijacked
Research Group Security • Usability • Society (SECUSO)22.04.222



Your website has been hijacked
Research Group Security • Usability • Society (SECUSO)

Definition “Pharma Hack”
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Attacker deploys code on vulnerable website

Search results of hacked website redirect to a fake 
shop (e.g. fake pharmacy)

Manipulation is not visible on the genuine website, 
only in the search engine results

Website owners (mainly) have to rely on the security
community to be informed about the security issue
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Identifying a suitable communication
channel and message content

What can we learn from previous 
notification studies?

How do website owners perceive
notifcations?

How can we design effective
notification processes?

Development and evaluation of
awareness and education materials

What information can we find 
about the problem?

How should awareness & 
education materials be designed?

How effective are our awareness
and education materials?

Research Plan
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Identifying a suitable communication
channel and message content

What can we learn from previous 
notification studies?

How do website owners perceive
notifcations?

How can we design effective
notifications?

Research Plan - Notification
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Interview 
Study

Related
Work

Notification
Experiment
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Related Work
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Related Work
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Sender!

Sender?
Sender

Mailbot

Uni Law Group

Non-Profit Organization!

Webhoster

Google Search Console?

Generic email addresses

Letter!Phone?

Email!

Email

Social Media?

Detailed Information!

Detailed Information

Private Person

Tool!

Tool

S/MIME

Translation

Reminder

Reminder?

Media Coverage!

Webmaster?

Mediators?

Links?

Links

8



Your website has been hijacked
Research Group Security • Usability • Society (SECUSO)22.04.22

Interview Study
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https://www.youtube.com/watch?v=X1DMHW2T7Y4

https://doi.org/10.1145/3491101.3519847
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„Standing out among the daily spam: How to
catch website owners attention by means of
vulnerability notifications“
Hennig, A, Neusser, F., Pawelek, A., Herrmann, D., Mayer, P.

https://www.youtube.com/watch?v=X1DMHW2T7Y4
https://doi.org/10.1145/3491101.3519847
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Interview 
Study

Notification
Experiment
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Research Questions
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Which sender has which impact on the remediation
rate?

Which framing has which impact on the
remediation rate?

Do sender and framing of a message correlate with
respect to the remediation rate?
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Study Design Notification Experiment
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Identifying a suitable communication
channel and message content

What can we learn from previous
notification studies?

How do website owners perceive
notifcations?

How can we design effective
notification processes?

Development and evaluation of
awareness and education materials

What information can we find 
about the problem?

How should awareness & 
education materials be designed?

How effective are our awareness
and education materials?

Research Plan
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Research Plan - Awareness
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Development and evaluation of
awareness and education materials

What information can we find 
about the problem?

How should awareness & 
education materials be designed?

How effective are our awareness
and education materials?

Content Analysis 
+ Online Survey

User Studies

User Studies
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Research Questions
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What information and materials about the problem can we find in often
used information channels? 

What are the characteristics of these information and materials
(language? length? design?)?

How is the problem described in these information and materials
(terms? which information?)?

What additional elements (e.g. graphical materials or recommendation of
specific tools) are provided in these information and materials?
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Content Analysis
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Study Design Content Analysis
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Online Survey
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Study Design Online Survey
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Content 
Analysis + 

Online 
Survey

Awareness 
and

Education 
Materials

Evaluate
Materials
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(Possible) Research Questions
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How do materials need to be designed to raise awareness
and educate the target groups about the problem?

How do awareness and education materials need to be 
desigend for different target groups?

Which materials are (most) effective in raising awareness
and educate the target groups about the problem?

RQ1_
AE1
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Study Design Ideas
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Expert Interviews 
(Hosting Provider? 

Mediators?)

Focus Group 
Interviews

(Website Owners?)

Online Surveys 
(Users in General?)

Observational Studies 
(Users in General?)

Surveys (Atendees of
Information Events?)
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Identifying a suitable communication
channel and message content

What can we learn from 
previous notification studies?

How do website owners
perceive notifcations?

How can we design effective
notification processes?

Development and evaluation of
awareness and education materials

What information can we find 
about the problem?

How should awareness & 
education materials be
designed?

How effective are our
awareness and education
materials?

Research Plan
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Thank you for your attention!
Any Questions?
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